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AMYHAA BE3ONACHOCTDB
B CETM UHTEPHET

[lpoeKkT BapeHosa A.B.
r. HnxkHun Hosropopg,




UEAb HAITUCAHUA PABOTDI

Llenblo AaHHOU PabOTLI cTano uccnepoBaHue
nu4Houn 6esonacHocTu B UHTEepHeTe.

B molo 3a4a4y BXOAWUNIO BbIACHEHUE TaKUX
BOMNPOCOB, KakK:
°* OCHOBHbIe TUNbI yrpo3 B UHTepHeTe;

* KaK obecneuntb INYHYIO 3aWUTY ceba n ceoeun
cembM OT yrpo3 B UHTepHeTe;

* KaK 3alMUTUTb CBOMN KOMMbIOTEP;

°*  MOUCK UHTEPHET PecypcoB NO JIMYHOMU
6e3onacHocTu B ceTn UHTEpHeT.



OCHOBHBbIE YTPO3bl BE3OMNMACHOCTHU

Backdoor (yoaneHHoOe agMUHUCTPUPOBAHKUE) 30%

B C U

Trojan- Downloader (QocTaBka BpedoHOCHbIX Mporpamm) 20%

S = L | . LINACK \VHIIRIAMOCLIA R OC

Trojan (Npo4mre TPosIHCKME nporpamMmmbil) 18%

Trojan-PSW (BOpOBCTBO naposien) 17%

e W

Trojan-Spy LLINUOHCKME I'IpOFpaMMbI) : 7%

Trojan-Dropper NHCTaNNATopPLI Bpeﬂ,OHOCHbIX nporpaMM) 6%

Trojan- Proxy TPOSIHCKNE MPOKCU-CEPBEPHI) <1%

Rootkit
Trojan-DDoS ~_ (pacnpepeneHHble atakm) <1%

(
it
Trojan-Clicker (MHTEpPHET-KNnKepbl) o N 1%
(
(

cokpbiTne npucytctemnsa B OC) <1%

Trojan-SMS («MOBUITIbHbIE TPOAHLIBIY) <1%




OCHOBHbIE YI'PO3bl BE3OINACHOCTH
B UHTEPHETE

257 Dr.-WEB"®

s dreweb. com

O SCRIPT.WVirus

O Trojan.Mayachok.1
O Trojan.Fraudstern 256
M Tool.Skymonk.2

N HLW.Shadow.based



OCHOBHbBIE YITPO3bl BE3OINACHOCTHU
B UHTEPHETE

MalWare
- Paboune
’ cTaHumm
’
" ov
—
CbemHble

HoCcUTENU
MoyToBLIE MobunbHbIe
cepsepbl yCTpOWcTBa

UHTepHeT




HexenatenbHas UHopMaUUs Arpeccus

[ MaHunynuposaHue
BupTyanbHas Ku3Hb \ /

3 — XYﬂMraHCKMe BbIXO4KWU
OHnaiH passrneyeHuna —
’ -~

U 1

. Mponaradga

BpeaoHOCHbIe NporpamMmbl —s "
HesxenaTenbHble NoKYnku /

Harpysku Ha opraHuamM (NO3BOHOYHMK,

MpecTynHas AeATenbHOCTb 3anacTbe, rnasamn T.n.)



Baumanue! MaTEpHET-YI'PO3BbI

HGKOIO})hlE’ COBeThbl nonb3opare/iam

Kak sauymrnrbca

OT HEFATHBHOI'O HCIIOJIL30OBaHHUA nepconanbnoﬁ
umpopmau.uu B COIHAJIBHBIX CeTHX

Hcnonuayire

TuarensHo obgymbisanTe,
KAKYO MHPOPAtaLnio o cebe
JAFPYRATE B UHTEPHETEe

orT (ba.n BIHIHBLIX HHTEPHET-MAarasuHoB

O3naxkombTecs
C OTINBAMM
noxynareneis

Apy3en s cetm

He JasaiiTe QOCTYN K CHOMM MMM !

CTPAHMNMKIM HEIHAKOMBEM NIOSAM =

MNposepure swepHbie
COMCKM
HEAOOPOCOBSCTHLIX
MaraimmMos

Kak sawymrurs geren
OT HHTCPHCT-3AaBHCHMOCTH

Kax Mmoo bonnwe
OSWAATECH € pebenKom

Npuobuanre
pebenka x
Kynolype, cnopry

OGvaciurTe pebenky
PAIHMLY Mexy wrpoi
¥ POANBHOCTIIO

oT OHJIaMH-11e10hHIIOB

KoMTponupynre spems, at
xoropoe peberox I a1
NPOROAWT B MNTEePHETE @
4 Eyasre 8 Kypce,

C KEM KOHTaXTHDYeT

B NHTEPNeTe pebenox

He cepautecs Ha pebenxa
33 yaneuenne

KOMNBIOTEDHBIMK UIPAaMK,
HE 3ANPeWanTe (MCKNONEHKE: NP C HACHIMEM W XECTOKOCTHIO)

I Npw obuapysernn
NPASHAKOB
CORPALLEHNA

cpasy »e obpawanrecs
0 NPABOOXPAHNTENLHEIC . .

Ecnmn pebenox
YHTEPECYEeTCA
KOMTAKTAMM C MIOALA
HAMHOIO CTapwe ceba,
NPOBERNTE MATKWA

opraMe obywaouwmn pairosop




KaK He CTaTh XepTBOH MHTEPHET-MOLEHHUKOB

=18l x]

@ He ykasbisaiiTe nuwHiow Ycranosute Ha csoi (csom) MK

nuuHyto nHdopMaLmio B npodu- ) sawutHoe MO (aHTeupyc u daii-
Né B COUManbHbIX CETAX, UCMONb- CsoespemeHHo obHoBngiTE Bt Etnin e R A o

CTbi0 06HOBNEHWIA aHTUBUPYC-

3YWTE COKPbITUE A@HHBIX OT BCEX, nporpammHoe obecneuenue

KpOMe apy3en

O6pawaitte sBHUMaHue

_Z.-.J.@Jg7 Ha XapaKTep AaHHbIX NPY peru- @

He 3anyckaitte nogospurensHbie
BNOXEHWA, NPUCNaHHbIE

TwavenebHo sbibupaitTte oHnaiit- He ykasbisaiite gaHHbie, KOTO- no 3NeKTPOHHOM NoYTE U Yepes

MarasuH, npexxae yem coobwars phi€ B AEHCTBUTENBHOCTH WHTEPHET-MECCeHAXEepPbI

AaHHbie 6aHKOBCKOM KapThi,
NoNb3yWTECH YCNYron HE HYXHbI ANA NONYYEHUR yCnyr

SMS-urdopmuposarus ot barka O cEpAnca (HOARER YaCDae _E_L_[_ 5'-’-‘-'

PEHUIA NTUHHOCTY K T.N.),

a B cnyyae HeobxogumocTu
uwMTe MeHee TpeboBaTenbHble @ YcraHosuTe naponb goctyna

K NEPCOHaNbHbIM AaHHbIM K cnapﬂbouy n cneyuanmsnpo-
CEpPBUCHI-aHanoru BaHHbIE NPUNOXEHUA ANA
Nnoucka annaparta 1 yaaneHHoro

EE s _ 1@l Eip 1 Retbax Bl
— XL:.l_'g.l..?. HEE OTHOCUTECH K YCTaHOBKE
Manou3BECTHbIX NPUNOXEHUNA.
YcranosuTe cBOM COBCTBEHHbIN o OTkniouaitTe HEMCNONb3yEMbIE
napons gomawHei cetu Wi-Fi Mposepsitre unTepreT-agpeca

npu nepexone u3 NoYTbl GeCﬂpOBOAHbIe m-n'ep(beucu

¥ C CanTos -

He ncnonb3yite oamy napons
ANA BCEX UHTEpET-PECYpCoB

CTpauumn B OHNaMH-CEPBUCAX.

€& ruAHoROCTH © 2011 WWW.RIARU



1. SALLUXTA BALUETO KOMIMBIOTEPA:

CBOEBPEMEHHO yCcTaHaBAMBaWUTE OOHOBAEHMA NPOrpamMmm u
«3aMAaTKN» AASI Ballen onepatMBHOMU CUCTEMDI

YctaHOBUTE U OOHOBASAWTE PETYASPHO aHTUBUPYC U
OpaHAMaAyap

YctaHoBUTE BoAee HAAEXHYIO U BONEE «CBEXYHO»
OnepaunoHHYIO cuctemy

PerynapHoe obHosnerse B33 1 NDOrparsmix Moa ynest Kaspersky Intermet Security
ABNAETCH 3aN0r oM 3DOESKTHSHOM 33U,

Craryc 6a3: akryanoHbl
Oata soinycka 6a3: 07.02.2012 19:58:00
KonuuecTso orHaTyp: S1S80498

M BbinonHuTb 0bHOBNEHME
S335EPWEHO MEHLLWE MY TE HA33], HET J0CT yrreix 00H08Nerent

-~

Pexin 3anyoka: xaxarst 1 geve 5 S:00




2, SALLNTA CEMbM ;

YctaHoBUTE KOHTEHT-OUALTPLI http://netpolice.ru/

[loroBOpunTE CO CBOEN CEMBEN HACUYET NOCELLAEMBbIX
UMW CTPAHUL, U KOHTEHTE MHTEPHETA

HayuuTte nx He pearMpoBaTb Ha cnam

Hosor o anas By ropura

C HoBbIM 2012 rogom!

BoT 1 HacTynun Hoeost 2012 roa! Mt mOpense paab: TOMy, YTO Boi OCTAETECh € HaM BOS 3TO BPEMA.
B NECTE 3TOFO, Ml XOTHM CASNATE ANA BAC x0T M HeGOMLUME, HO HAASENCH NPMATHE CODMEMLI

31 nexalpa navwsiaeT paboTaTe HaW ODHUMANLHEST CAAT NO BLIAAYE NOASDKOS BOEM NONLIOBATENAN,
KanAns! 330eriC TPHPOS M NOMBI0BATEMNS BROMTAKTE CHONOT NOMYMHTD Ha CHOM 3XKaYyMT
AONOMHMTENLHLIE NPOUEHTE! periTvera (o7 100 % A01000°%)

CYIBpHLST DEHTISE, KOTOPLST MOXET GuiTh 339ICNeH Ha Baw aKxkayHT, BerNReTCRA N0 KOMIECTeY
NpOBEAetenix Baret 4aros BKOHTAKTE, 3 TAXKE B 338MOMOCTH OT AATHI PErmcTpaws Bawero axxkaywra.

BEEJUITE B ARpDecHoi cTpORS)

Obrasnermme 0 PASASHE NOASDKOS NONYWANH SUE He BLE NONLI0OBATEM!

Tax yTo ecm ApY3eA Aamm Bam ccuincy, noGnaroaaperre wx! ‘ , »
s! ay
—



http://netpolice.ru/

& 9 D o= | @8 | netpolice.r *l |'!:" WckaTs & Google | v

NetPolice

Bxon B cucTeny | HoBWHoKT

[NpoayKTbl KynnTb CoobllecTBo O npoexkTe MNoanepxwka

KOHTEHTHBIE OUJITPLI POJINTESILCKUA KOHTPOJ b NETPOLICE PRO

A4 LWKOJ

¥CTAHOEMTE NEOMShImy ¥HUKANEHEIA NPOECLHAK B

METAHOEWTE

V e

MogpofiHo

HOBOCTHM Ob MHTEPHET-YT'PO3AX MAKCMMAJTIBHA A SALLIATA

09 B rycTa 2011 @ Cram @ PenamHos 10
MetPolice Unix Corporate — HOEOE

PEWEHKE AN YNPEENEHKA

AOCTYNOM B MHTERHET B = EEE}{SEEHbIﬁ
@ MoweHHWYECTED N
KOMNSHM X SEEMNQMT

Metpolice Pro — YHUKSNEHEIR

- i
@ BpenoHocHoe M0 @ LUnvoHckoe Mo NpOEOAHHE B BesonacHeid 1 [ R ‘
apekTHEHBIA MIHTEpHET

NetPolice -
L& MP paspafoTan HOBOE PEWEHWE LNA KOHTRONA @ HOMMYHMESLMOHHEIE KM ('" KyniTb i
LOCTYE COTRYAHWKDE K MHTERHETY.

MpaEung Ges0nacHOCTI -+ MogpofHes o NPOLYETE
27 mona 2011
MetPolice NoMOKET KOMMOSHK AR
COKPETHMTE PEcK0Ibl Ha MHTERHET rMonocCoOBAHVE
LAMP ofvaenaeT o
CMELMANEHOM MPELNOHKEHI HE . PO,[[HTEHbCKﬂﬂ 3ﬂ|_|_|,|'1Tﬂ
MetPolice Pro gna konmnaHmi, AocTyn Aetel K Kakih HHTepHeT-

Pecypcakl HyRHO OrpaHHMHBATE B NEPEYH

I} ] &]




5 D o= | @eed | netpolice.ryfiters/ *| |£’v MckaTe B Google | ¥

NETPOLICE PRO

POJIVTE/ILCKUIA KOHTPOJTb

KOHTEH THBIE ®WJ1bTPhI
NN WKOJ

NeraTHEE

/ l h E MHTEpHETE

METAHOEWTE

MoapofiHo

FletPolice wduneTpel MetPolice
— MetPolice Pro

— MetPolice Shild

. NelPalie Lie ®unbTpbl NetPolice

— Metpolice AlLinux

— MetPolice DS PeweHna Metpolice npegHazHadeHEl ANA OrpaHUYEHHA AOCTYNE NONE30E3TENER K HETATHEHEIM,
HEMENATENEHEIM W ONACHEIM HHTERHET-PECYRCAM. DHNBTHE MOMYT ABITE HCNONBIOEAHE KaK B AOMALHWE

YEMOBMAK, TAK W B OraHA3 ALMAY W YD E OeHUAY,

— CPAEHEHHWE NROOYETOE

— TEXHOMOTHM

NETPOLICE CHILD - POAUTENIBCKAA SALUNMTA

Ha0ExHEIA NOMOWHKME 4NA POOHTENERA, KOTOPLIE XOTAT ALITh YEENEHHLIMK B .._,_,.m-w-“'"
Ae30NacHOCTH CEOMY JETER, AKTHEHO OCEAMBANILMY MHTEpHET.

NoABANIACE BOMNPOCHI?

Ed OTOEN NPOasH

Child

B3 TesHMHBCHAA NOLLEIHKA YOOGHEIE HACTPORKM NPOrpamMMEel NOSEONAKT YCTAHOEWTE $HNETR ANA HETATHEHOA H NeiPOHCIE h
B2 OBuMe BONPOCkH ONacHOH MHEOPMALUMK, KONHYECTED KOTORON PACTET ¢ KSOLIM OHEM. [logpofiHee.. _
Mpecc-cmeefia: prégnetpolice.r O wWindows 20000-Phistaly [}
MouToekld agpec: 117218, Mackea, yn. =
B HepemylWlkMHCKSA, 40M 25, CTROEHKME 9T, 5 aTax, INviueH3WA Ha 1 roa - 300 pybnei

Ofc 51-54 JNueH3va Beccpounas - 600 pybnei

[v
[ I ] =




3, SALLNTA CAMOI'O CEBSA;

NCrnoAb3yUTE «CUAbHbIE» MAPOAU

He paBauTe HE KOMY CBOU AUYHbIE AQHHbIE MO UHTEPHETY
[TOMHUTE, YTO AaHOHUMHOCTU B CETU HET

NcrnoAb3ynTE TEXHOAOTMU aHTUPULLUHTA

He 3axoAnTe Ha CTPaHHbIE CaunTbl

He HaXumaunte Ha HEU3BECTHbIE CCbIAKM

K comanes4o He yAanoch 0TNPaBMTL CMEC € NaponeM Ha Baw OHnaiH rapaHue pacckaxer Bam:

Homep, nonpobyire ator cnocob:

BoibepiTe CTpaHy BAWEro onepaTopa

Yro Bac oxraaet B bnvakariuem byayuiem
A

Uro Bac oxmpaer 8 ganexkom byayuiem

LTl et et

HOMED crrns Koraa Kk Bam npuaer yaex

0
D
8 Koraa Bbl BCTpermire CBo0 BTOPYIO NONOBAHKY
4
o

B OTEET Bbl NONYYATE CODOUIEHNE € KDZOM A0CTYN3 Uero BaM ctonT oc reperarbca

BeeguTe NONYYEHHLM KOA: - 2 Yro mewaer Bam Ha BalueM aHeHHOM Nyt
B Yro HYKHO caenars urobbl nsbasmisen or npobnem

Ecnu ne oTnpasnsetca CMC




PABOTA B UHTEPHETE

Pa3peluuntb paboty JavaScript/ActiveX/.Net
components TOAbKO AASt AOBEPEHHbIX CanuToOB

He no3BonaTb bpay3epy 1 BeED-CTpaHULaM
3arnoMuHaTb NApoOAU OT BalLUX BED-pecypcoB
CkaumBaga Atobble panAbl U3 MHTEPHETA, NMPEXAE
BCEro NpoBepPbLTE MX aHTUBUPYCOM

3aKoHUYMB PaboTy, CAEAYET OTKAKOUNUTb KOMIMbIOTEP
OT MHTEPHETA

He ckaunBaunte obHoBAeHUS OC 1 nporpamMmm
YCTAHOBAEHHbIX Ha BalLeM KOMMNbOTEPE C CAUTOB
OTAMYHbIX OT CAauTOB NPOU3BOAUTEAEN

. CoxpaHaTe Napone ANA CanTa B MeHeAXEepe Naponeu?

3anoMHATE TONBKO ANA 3TOM CTRaHMUE! | CoxpaHuTe | HWKOraa




KAK SALULUTUTD KOMITBbIOTEP

OT BPEAOHOCHOIO KOAA
N XAKEPCKUX ATAK

YctaHOBUTE nporpammy An obecrneyeHuss UHTEPHET-
be3o0nacHoOCTU

Bceraa yctaHaBAMBanUTe 0OHOBAEHUSA, OTBEUYAIOLLME 33
6e3onacHOCTb

ByabTe OCTOPOXHbLI CO CMAaMOM B SAEKTPOHHOM MOYTE U
cucTeMax MrHOBEHHbIX COOOLLEHUN.

[ToAb3YyUTECH YYETHOMU 3aMNUCbI0 aAMUHUCTPATOPa Ha
CBOEM KOMMbIOTEPE TOAbKO B CAy4ae HEOOXOAMMOCTU

CoxpaHanTe pe3epBHble KOMUU AQHHBbIX.

¥ 603197532 (01:09:28 7/02/2012)

Janpoc aeTopusalvm
AGXE HE CNPALLMBAaN KTO, A HE CKAXY. HEAABHD TBOKD NONOBUHKY BUAENN HE C

TOB0M = (HE BEPMLL? CMOTDV  intteieimmiammemeyiestsiinl 1ML ONLUMA W OTKDBITE
CCBINKY




KAK SALLUUTUTBCH
OT PULLUNHTOBBLIX ATAK

He npoxoAMUTE NO CCbIAKAM B SAEKTPOHHbIX MUCbMaXx
B dopmaTte HTML: knbepnpeCTtynHUK1U MOryT
CnpsiTaTb aAPEC MOANOXHOIO canTa B CCbIAKE

He 3anoAHANTE MOAYYEHHbIE MO IAEKTPOHHOM MoyTe
aHKETbI, NpeAnoAaratome BBOA AMYHbBIX AGHHbIX.

[ToBOA HACTOPOXUTLCH ECTb ECAM COODLLLEEHME UMEET
APYrMX appecaToB

Coobuienne
j Or xoroc
Komy:
‘ Tema: MNpuser :)

Coobuenne: Tonbxo 4TO Ha canTe IQ-max.net npowen recr IQ.
Bbin NPMATHO yausnex :) Moit IQ = 120, A y Tebr

CKONbKO?




NMOYTA ana CMAMA

rnAagHAA Moo OEPATHAA CBAZE

MailForSpam asnaeTtca cny:K001 3NeKTPOHHOW NOYTEI. KaXKabIW NONB30BaTeNb CEPEMCA MOXET UCMNONB3I0OBATDL
NoYTOEbLIA AWKMK Bga hname@mailforspam.com ana nobbix uenel. Bl MoxeTe NCNONb30BaTL 3TOT agpec Kak

ANA Nepennckn, Tak U ANA pacckINoK MK XpaHunuwa cnama. Ho, B oTnMYuK oT 06bIMHOMO NOHMMAaHWA agpeca
3NEeKTPOHHOW NoYThl, cepBuc MailForSpam umeeT pag NnpevmMyLLECTB:

Hukaknx pEFHCTpaLI,Hﬁ. HEDFpaHHHEHHbIE BOSMOXHOCTH. INerkocTe MCNonNb3oBaHUA.
Ina nonyYeHHA AL KE BEWGE Bl Mo#eTe He DaEaTE CEOH peanbHEIR HTobEl NpOYMTATE MMCEME, KOTOREIE
vasya@mailferspam.com gam He anpec, ecnd BOMTECE NONYYEHHA CNamMa WK NEHLLAK HA NPKAYMEHHEIR BEaMH agpec
HYHHO HHMLE PErMCTAMPOEATECA, BCTE MNOA0ZPEHWA Ha 3TOT c4eT. B Tom mecTe SNEKTROHHOA NOYTEN GOCTSTOMHO 23ATH
MCKaTe CEOBOOHOD AW MMA 0NA AWK W rOe EamM HY¥EH 30pEC, Bl NPOCTO Ha cepedc MailForSpam.corm M EBECTH
T.4. Bel NpoCTo MCAONE2YETE 3TOT YEAZEIEAETE NPWOYMAHHOE HA X040y MMA. HikakKy: naponed v SETOpUIaUMA.
a0pEeC EE30E, FOE BAM HY¥HO. ALpec name@mailforspam.com 1 HW 0 Yem MpocTo 2aX00MTE M MMTAETE.
SNEKTROHHOA NOYTEl COZO0AETCA B TOT BoneLUe HE NEpEXMEAETE.

MOMEHT, KOrOA ERl B0 NPAO Y MEIESETE.

NMPOBEPUTb BXOAALLUE!

@ mailforspam.com m

MpKMep NycTora MMeHK exogawmy elrol@mailforspam.com

3awuTuTe NPUBaATHOCTL U U3DeranTe cnamMa.
Hukakon pernctpayum!
Hukakoro noruHal

Donate
B vsa o = ]



AYYLWIUE UHCTPYMEHTbBI AAA BALLEW

AMYHOW BE30MNACHOCTU

XB Browser 3aluuLlieHHas Bepcus
Firefox

JAP/JonDo ckpbiBa€eT poaHHbIE BalLEro
bpay3epa

JonDoFox no3soAnsseT aHOHUMHO
nytewlecteoBaTtb No UHTEpHeTY
TrueCrypt 5 wndpyert paspen Windows

(Zé‘(l)Fl;l)eBeta Lwndpyet VolP-pa3roBopbl

Skype wmndpyet VolP-pasroBopbl
COOCTBEHHbIMUW CPEACTBAMM

CookieCooker (Demo) ckpbiBa€eT BaLLu
AenctBuda B IHTepHeTe

Proxomitron ckpbiBaeT UHPOPMALMIO
yepes bpaysep

b Aciount Yisa Iodks Hap

Welcome to Skype

Skype Name
l -— ~ - -
[ﬁ Don't havws & Swpe Name?

PPPPP ord

Sgn mein aben Skyoa ctarms
el Sappe vdvan U compader dlarts

= Not Correced




BJIOTTURD

BAaorrmHr — BepeHmne obuero Beb-
XYPHaAa UAU MEPCOHAAbHbIX BED-
AHEBHMWKOB.

TN CAyzKﬁbI OYeHb MONYAAPHbI Cpean
AE€TEeN, 3AeCb OHU MOTYT 3aMNOAHUTb
NPOPUAU, TAE COAEPXKATCA:
doTorpapuu,

BUAEO3ANUCH,
ANYHbIE A@HHbIE

K coxXaneHuto, MHPOPMaLMS, KOTOPYHO
AETU Pa3MeLLAOT Ha CBOUX BED-
CTPAHMLAX, AEAAET UX YA3BUMbIMU ANS
MHTEPHET-XMLLHMKOB.

KonrakTHaa vHdopra

Mob, TenedoH: F
AoM, TenedoH: F
1CQ: F
Beb-canT: F

NMuunana adoprayun

AeaTensHOCTE!
iHTepecol:

NroBrMas Mysbika:

1 X M = s M

MNrobumMble dHMNBEMBI:

NrobBrmele Tenewoy:
MHoOBHMBIS KHHMA:

NrobrMele 1rpbl:
NMobBrMble UMTAaTBI:

T M T M M T N -

O cebe!

Ob6pa3zosanve

Bys:

PaKynNeTET!
Kadbeapa:

dopma oby4eHHA!
CTaTyc:

n e 0 S ety ety ]

MTMMHaszHA;

i, g



3AKOHbI BE3ONACHOCTH

HeHapeXHble NapoAu AeAatoT 6ecrnone3HOon AHDYHO
cuctemy 6e3onacHocCTu

Be3onacHOCTb KOMMbOTEPA HANPAMYHO 3aBUCUT OT
HaAEXHOCTU aAMUHUCTPATOPa

be3onacHOCTb 3allndPoBaHHbIX AGHHbIX HANPAMYIO
3aBUCUT OT TOI0, HACKOAbKO 3aLUMLLEH KAIOY
pacLLNPPOBKHU

YcTapeBLlee aHTMBUPYCHOE NMPUNOXEHUE AULLb
HEMHOTMM AyYLLIE, YEM Ero OTCyTCTBUE

Type an Admasstrator password.

Admmistiator password: loooooooooooo

Confirm password: Ioooooooooooo




KAK BbIBPATb «[TPABUABH bll/l» [NAPOAb

BbiOMpanTe NapoAn, KOTOpble  [FESNTSRpRpp
BaM OYyAET Aerko 3anOMHUTb U |
HE NMPUAETCA 3alMUCbIBATb

He coobulainte HUKOMY CBOM
NapoAb

He ncnoAb3ynte oueBUAHbIE
NapoAu

He ncnoab3ynTte B KavecTtBe
NnapoAs peanbHble CAOBa

He ncnoAb3ynuTe OAUH U TOT Xe
NapoAb ANl PA3HbIX YYETHbIX
3alnncemn

Linksys WAGS4G2

User name: € admin v

Password: Jecoee

Remember my password

[ Cancel J




CUMMNTOMbI 3APAXXEHUSA
BPEAOHOCHOU NPOrPAMMOMN

Balu komnbtotep BeapeT cebs cTpaHHO, HEMPUBBIYHO

Ha skpaHe nosiBUAUCb HEOXUAAHHbIE COOOLLIEHNA UAKA
nsobpaxeHus

[MTpOUCXOAUT HEOXMAAHHDBIM 3anyCK NporpamMm

Hekoe NpUAOXEeHUe NbITaeTcA COEAUHUTLCSA C
UHTEPHETOM, XOTA Bbl 3Ty NporpamMmmMy He 3anyckaAu

Ballu Apy3bs MOAyYaloT OT BaC MO AAEKTPOHHOM noyTte
co00OLLEHUs, KOTOPbIX Bbl HE NOCbIAAAU

findows XP Professional CD-ROM now gz

Contact your system admanisteator of insert Windows > Service
Pack 2 Source Fies now

Rety |  More Infcemation | Concel | fivat ave ¢

Iréormabon ! C”'_’“f‘_] ""“"9'

6 viCrypt: A probiem ocoured, Fleass Restart Windows

o
fomitan oyt oy
ernons of these fles
Rd Tmmwkixm!omnhch he ies ho-Jdbe oc-ed
CAWINDOWS \Servic 20 St
avadable ¥

required for Windows 10 run peoperdy have been NS L Ccn!oc!w system
Pack 2 Souice Fir.“
ne-cm ad v emom Y O marian system stabily.
12 1estoes the onginal versions of thess fles 'F‘”M




NAEYEHUE KOMIBKOTEPA OT

BPEAOHOCHbIX NMPOIrPAMM
OTKAIOUUTE KOMMbIOTEP OT
UHTEPHETA WINDOWS 3AB/TOKUPOBAH
Y6eAMTer B TOM; l"IT() Ha AnA pasbnoxkwposiym OTNPaskTE CME

BalleM KOMMbloTepe
yCTaHOBAEHblI HOBEUWLLUE
BEPCUU aHTUBUPYCHBLIX 023 Rl

EcAv B pesynbTaTe NPoBePKM [kl e
obHapy)XXeH BUpYyC, YepBb
UAU TPOSIHCKaA nporpamma,
CAEAYUTE YKa3aHUAM
NMPOU3BOAUTENS
aHTuBupycHoro 0.

Ha HoMep 649




OBHAPY>XEHUE OCHOBAHHOE HA
CUTHATYPAX

YaaAuTb MHPULMPOBAHHbLIW GaunA.

3abA0OKMpPOBATb AOCTYN K UHOULMPOBAHHOMY PaKAY.
OTnpaBuTb GanA B KapaHTUH

[lonbITatbCs «BbIAEYUTL» GaUA, YAAAUB TEAO BUPYCa U3
danna.

B cAyyae HEBO3MOXHOCTU AeYeHUA/yAaneHUS,

BbIMOAHUTb 3TY MPOLIEAYPY NPU CAEAYHOLLEN
nepesarpys3ke onepaunuoHHON CUCTEMBI.

% Cocrosnue 3aumTsl - Kaspersky Intemet Security 2011

Gawc‘ f_OGHaD’y'N(eHHble Yrpo3bl queT

@ﬂonecrm'b Ha KAPaHTUH. w0 = = I oA A

Bpema il Crartyc i OBHapy¥eHo ObbeKT H Kputig,.,



TROJAN,WINLOCK

FLATIRON sz roe = ®

Microsoft Security cooSmaer o Snoxuposxy Windows 3a:
- HE MAUSHINOMHDE UIN0 M 200 e Windows
- Noceuswwe

NODHOrPADUETIAX COAT 08
= VICNO/MMIOREMHUE HE NHLBHIMOMHOND NPOrPEMPIMOrD DERCIIRYEHNS

Ann paztnoxmposin Windows HeoSxonmmo: X

1. MoATH B TERHISaN ONABTE (8 PE COMMO CTONT 8 CNIBE-HEDKETAX i HAraIEK HanpuHep OM U apyne)

2 Hepea HWEro NEPTHEPAE B PP KOrmies: Bunasin NONONMMTE G8ANEHC SUNEANE M8 Curmy 300 pUBngA He Homep 3647205905
3 T0CNE ONNATM A STOT HOMEP TEPMIMEN BMASCT uew. Ha uews SU0T KOO Wvomuwvom

4 Danee BRasTe KO0 SETORMISLIN B NONE LyTh HIKE W HERMUT B KMOMKY !




TROJAN.WINLOCK

LleAb A@HHOIO BUpYyca-BbiMoOrateAs —rnoAyymTb ¢ Bac
NPUOLIAb, NyTEM BAOKUPOBKU Windows U NMPEANOXEHUS
OTMPaBUTb NAATHYIO CMC Ha KOPOTKUK HOMED ANA
Pa3bAOKUPOBKU CUCTEMDI.

OH oTKAIOYaEeT aucneTtyep 3apad (ctri+alt+del), He No3BoOASIET
3arpy3utb KOMIMbIOTEP HE TOAbKO B 6e3onacHOM pexume, HO
1 BoOOLLEe 3arpy3nTb APYryto CUCTEMY C APYroro XecTkoro
AUCKa AQHHOro KoMMnbiloTepa.

Windows 3abnokuposaH

4128800256

3649

NOMNLITES NEQEYCTAHOEWTE CHOTEMY MOKET NOMEECTH K NOTENE _
BSAHOH MHDOPMALMH W HSPYWEeHWAM paf0TE EOMOLRTERE. AxTHBauHs



METOAbI BOPbbbl C BUPYCOM
TROJAN.WINLOCHK

Hu B KOeM cAyyae He oTtnpaBasuTe SMS 1 He NONOAHAWUTE CYET
3AOYMbILUAEHHUKY
MeTtoabl 60pbLObI:
On-Line pa3bAOKUPOBLLMNKMU:

BecnaatHbin pa3brokupoBLuMk Dr.Web ot Trojan. Winlock,
CepBUC AeaKTMBaLMKU BbiIMOratTenen-6AoKepoB OT
Nabopatopuun Kacnepckoro, ot ESET NOD32 uaun VIRUSINFO

for the clern internet
Nevauime ytuauTbl: RansomHide, Dr.Web Curelt! (Portable)

TeKcT:

Haittu kog
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' @) (1) Bxoaswme — schooltal@ « | * virustatal - Manek & Google X] pA VirusTotal - BecnnaTHaA OHn: L Y R=A e

« C M & htps: /e virustotal.com/#urd &l B A

3

“83 Paamo 3X0 MockEkR! u XOKKEHA, YeMNHoHAT ... g HKOKKEH, YeMNHoHAaT ... @J nagHaa i FictionEaoo. .. E AnekcaHap BapeHoe @ Pambnep @MAIL R nodTa, n... E] O AHOKNACCHHEH HanMcaTte NHcEMa

total

WirusTotal ABnAsTCA GeCnNaTHEIM CERBHCOM, KOTOPEIA aHaNMM3UpYeT
nopospuTenbHbie hannbl M Beb-calTbl K obneryaeT BeIcTpos obHapyHEHE
BHRYCOB, YePBeA, TROAHOE W BCSX BWAOE BRe00HOCHED NPOTpant.

— |

varenov.l'noy.su Beegnre URL

MpoBepATH

avo!

Brl MoxeTe Npegnoyects ckaHWposadde dal MW noWck depes WirosTotal gaHHex

BctaButb agpec
NpoOBEPAEMOro
canTta

AHrAMACKHA - Espafid

[MpoBepuTb agpec
Ha BUPYCbI

Bnar | Twitter | contact@virustotal.com | Google rpynn | TOS M KOHGUAEHUMANEHOCTH
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' @) (1) Bxoaswme — schooltal@ « | * virustatal - Manek & Google X] p OTueT o npoeepke Ha httpy) L Y R=A e

&= C | B https:/fwww.virustotal.com/urlfBe 12c736ed0b25839c 7afdbazb0a3 30che 39ebe 2esb 5a8bcda 109doBf2eSfEes/analysis/ 1337 255693/ @il | N
S Pagmo 3X0 MockEER! u XOKKEHA, YeMNHoHAT ... g HKOKKEH, YeMNHoHAaT ... @ nagHaa i FictionEaoo. .. E AnekcaHap BapeHoe @ Pambnep @MAIL R nodTa, n... E] O AHOKNACCHHEH HanMcaTte NHcEMa =2

LI‘.&l 3Ta CcTpaHvLa &elna MepeEedeHa aBToMaTHYeCk [aHFJ’IMI:“ICWI::I VI > l DYCCKMI::I VI [ﬂOKaSaTb QRHrFHaN ] x
_l_
] total

HopmanuzoeaHHas . o

URL- http:/fvarenov. moy. suf~-%

OnpegeneHue b
COOTHOLLEHMA: brzs .J' O 0
AHanuz gate: Z2012-05-17 11:54:599 UTC [0 MUHyT Hazag)

m

Conepskanve URL oTeeT He MoxkeT BEITE BOCCTAHOENEHA WAM 3TO KaKDA-TO
Dain npoeeprM: TekcToERIA fopmat (HThL, XML, G5V, TXT v T.8.), cnedoeaTenkHo, OHO He
BEIN0 NOCTAENEHO B OMEPEE ANA SHTMEHRYCHOMD CKEHWPOBAHKA.

URL ckaHep PesynbTar
Atiy-AL HMCTEIR CalT
Ayira HMCTEIR caiT
BitDefender HMCTEIR CalT 0
HMCTAR WX HMCTeIR caiT
G-Data HUETEIA CalT
Google Safebrowsing HMCTeIR caiT
K Antivirus HMCTEIR caiT
MalcOde Baskl gadHER HUCTRIA CalT
MalwareDomainList HMCTEIR CaiT
MalwarePatrol HMCTEIR CalT
MuHOTaER HUETEIA CalT
Onepa HMCTEIR CalT

Paretologic HMETEIA CaiT




AHTNBUNPYCHI

AHTUBUPYCHOE nporpamMmmMmHoe obecrneyeHue obbIYHO
UCMOAb3YET ABa OTAUYHbIX APYT OT Apyra METoAa AAA
BbINOAHEHWSA CBOUX 3aAau:

CkaHUpoBaHWe ¢paiinoB AN NOUCKA U3BECTHbIX BUPYCOB,
COOTBETCTBYIOLLMX ONPEAEAEHUIO B aHTUBUPYCHBIX 6asax.

O6HapyXeHue NoAO3PUTEABHOIO NOBEAEHUSA AOBOW U3
nporpamm, NOX0OXero Ha NoBeAeHUe 3apaxEHHOM
nporpamMMbl.

Qmmm

D e L e e e L =

File View Options Quarantine Help

T B+ £
Ir‘:—\ |y = , 0 -ﬂ
information
Scanning d79aa76ff6515a6d30e36e12d75821f4.png...

| File Status
| Ptimes Vol 3.POF Not scanned (size)
Ptimes Vol 2 No 1.PDF Not scanned (size)
Ptimes Vol L No 1.PDF Not scanned (size)
| Chapter 07 pdf Files number limit exceeded

| FlatchAir Catalog.pdf Files number imit exceeded

Status
Files Scanned: 73930 Viruses Found: 2 Elapsed time: 25:37

b—.— Percent complata: 22




HEAOCTATKWU AHTUBUPYCHDbIX
MPOIrPAMM

Kaspersky®

AHTUBMPYCHblE TexHoAOrMM He ARSI
MoryT obecrneuyntb NOAHOM
3aLLUTbI OT BUPYCOB

Harpyska LeHTpaAbHOro Vs
npoLieccopa U XXECTKOro AUcKa

Bo3MO)XHbl AOXHble
cpabaTtbiBaHUAA QaHTUBUPYCHDBIX | nerwormwins2kidoin

Kaspersky Internet Security seinonHAeT ne4eHue
EPEA0HOCHOr0 NPOrpamMmMHOro o6ecneyeHunsa,

O6vexT:
KARECYCLER\S-5-3-42-2819952290-32407...\jwgkvsq.vmx

nporpamMmm

AHTUBUPYCHbIE NporpamMmmbl e

3arpyxator oOHOBAEHUSA U3 .

UHTEpHEeTa, TEM CaMbIM ‘

paCXOAyﬂ Tpaq)MK 9 Mponycrutb (pekomeHgyeTcs)

He npeanpuHUMaTh HUKaKUX AeNCTEMI




CaunTbl no besonacHoctu B ceTn NHTEpHeET

P ——— e
----------

Bragensy cETe I3pamEHRbIL K06 TEPOR

YEpHeai pomox

&

r Y Cnawep M
4 \ Pace bnea clama
-3 g & p=
ﬁ - 6 -

i Mg Paiuemenne
: CETh 3APAMEHHBIX NOXHBIE ETPRHHY
I KOMNLIOTEPOE P
il . == =—rlais
Tl CAMM JAPEmEmHML | ﬂ
EOUNBOTEPDE ; —
Banomiwime :
Araxa DDDS

Ha Web-caiT
—p [

OCTOPOZKHO, MOIIIEHHUKH! 2 &2 &

http://okora.ru Pace e u pEIMewEHne BPEAOROCHOTD KONE 1 APYTHE ROMBBHTEpAX
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€ 5 D o= | @66 | www.microsoft.com/ru-rujsecurity/Family-safetyonline-safety-tips. aspx | |l;:lv MekaTk B Google | ¥

Microsoft Poccwn  Mamennts | Boe canma Micosolt

LienTp 6esonacHoctu

EELIJ'HTE HOMNbLHETERA OT BMPYODE, IIGHq}HﬂEHLl'HEﬂhHBCI'h MAUHBIX BaHHBIX W GelonacHOCTL B CBTH

Fnaegnaa | BezonacHoctk | KoHdmaeHuywancHocTe | BezonacHocTH cemb | Pecypcrl

MmaeHasa > BesonacHootn cenen = WecTe CcOBSTOB, KOTOPBIE NOMOrYT OBSCcnaYnTe Ge30nacHoCTe B HHTRpHETS

KDHq)M,ﬂ.EHleaﬂbHOCTb 7] Kntepyrpozw CoUNaNEHEIR CETH

MpogyHTe

be3onacHocTb Npu pabote B
NHTepHeTe

ZAawp TR cBON KOHGHABHLUMANEHEIS JAHHEIE OT Kpadn. He
CTAHBTE H2PTESI HT2PHET- IOWEHHIESE 0 MOWEHHHHYSC KK

SNSKTFOHHBIE MHCEN . SALLNTHTS CEOKD P2y TALMED.

E2 Email &L Mevats Ei A pexomenayio | 0

Y3HaliTe, KaK... LLlecTb coBeTOB, KOTOpble NOMOTYT obecneuntb He30MacHOCTb B

NHTepHete

= (GHOBMTL CHCTERY, CHAYaTh
AHTHBHPY T, NPOBEPHTD CondeH i NPRENT NOBSIRHNA B UHBPROBIN NP TPRHCTES ABNARTCA OUSHE BRKHBIN A09 COMPAHSHNA BRI G230NAcHICTH |
HOMMBHATE GE3ONACHOCTH BALE cetbl B HTRpHST2 . BRINONHANTE CAST/H0WHNS WS Th OCHOBHBIE NPAEBNA A1 OGS0 NSMSHIA SN TH 4 TR0NC TE,
a _ . WHPDPHALNMM 1 MASHOE C2MEN N[EN ROGEAEMEHIN K HT2pHaT
v CEadate Microsoft Security
ssentials n 3auymime ¢BON KOMNBbHOTEP
« 3ArPYEUTE YTHUAWTY 304
YAANEHUA BReloHOCHBLX
NParpasm » YCTAHOBNTE ZAKOHHOS AHTHEM[ICHOS M AHTHLLNNOHC BOS NROMPEMMHOS oGscnavusHne, meoe kak [icrosoft Securmy Essentmls.

¢ [ocToaHHD OGHOBNANTE BC2 NPOME@MMHOS of2cnavsHne (BENKHaa B2i-Gp@yz2p). nononksya Uentp obnoenziua [icrosoft

S CTAHOBNTE OLHOBA=HIA + BpaHaMaysp AonesH GblTe BOSMAR BENKINSH.

FEHATE NPAagnna
) YCTAHOBNTE HA G2CNPOBCIHON MAPLLY THER TIPS JWNTY © NOLOWERD NAponA.
Ge30NacHOCTH B HHTepHETR * I PPy I Ty e I

+ He ecaenailte HewzescTHee duew-Hakonutann (unn USE- vakonntenn) B ceoil konnekarep, BCAn HA HUx HMSSTCA BH[TC, 2T0T

EHXC REZoE2T Z3|263HTe Bl EOMABRIT2).




« =2 2D o= ( @ Be6 'www.k,aspersky.ru,l'keeping_n:hildren_safe

L1 .| |. ',;'l * MokaTe & Google

MHeHne IKCNEPTa

Kax 2alMTiTh []EﬁEHI{EI npy NOALZOEBAHHY WHTEPHETOM?

B WHTEpHETE pefEHOK TAKHE NETKO YAZEAM, K3K M B PEANEHOM MHPE, M D4eHE BEHHO, YTOGE pOgMTENM
2HAMM, KAK M 0T Yero HeoBxXogMmo 2aWMTHTE ero, HToGkE CEECTH K MUHUMYMY DHCE NepeuMCeHHER BRILEe

YIA0Z, Bkl MOMETE MEMHATE CNEOYRILME MEpED

» TloOrOEOpUTE CO CEOWMMW GETEMU O
BOSMOMHEIX ONACHOCTAY, C KOTOPEIMH MOMET
BEITE CONPAMEHD WX NpebEIBaHWE B
WHTE[HETE .

¥ lNocTapalTeck BKNHYMMTE paboTy Ha
KOMNBHTERE B 4MCNO LEN, KOTOPEIMK Bbl
ZAHMMABTECE ECEH CEMbER.

¥ lNoowpaiTe ceoly neTeld oBCyMOaTe C EaMK
CEOM OHNaMH-oneIT, B 0COREHHOCTH Ero
TPEBOHHEIE MO HEMPHUATHEIE ACMEKTE.

# MHorwe pewenna Internet Security
NOZEBONAKT OFPAHKYMTE OCTYN © BALLErD
KOMNEHITERS K MHPOPMALMM ONpegeneHHorg
xapakTepa. Kpome Toro, B cocTae Opayaepa
Internet Explarer x0QHT MODYIE
"CrpaHuyedne goctyna” (Content Advisar) —
Cepewc | CeodcTea obozpeeatena |
Conepwanue (Toals | Internet Options |
Cantent .

» CnenyATe NPUEELEHHEIM B 3TOM pazgens
COEETAM NO FALMTE KOMNEHITERE OT
BRELOHOCHELX NPOTPamM M XaKEPCKWX ATAK W
OBLACHHTE CEOMM OETAM, NOMEMY 3TO BEMNKHO
ONA Wi M Balled bezonacHocTy.

Ana bez0NacHOCTH BallWe AETER B HHTEpHETE ;

¥ ChopmynupyiATe Npaeuna, yKazsBakLWWe,

NTO BallWM AETAM pa3pellaeTcd AendaTe B
HHTEQHETE | 3 HTO HET.

DaHHBIE NPABMAA L0MKHB JaBaTh YeTHHE
OTBEThI Ha CAEIyHIIME BOMPpOCchl (MOMHATE, YT
no Mere BipocneHNa ,ﬂ,&'l'&ﬁ BallN ¢TBEThl MOTYT
H 0 0MKHb] MEHATLCA):

« MOMHD N PEMCTRMPOEATECA HE CAMTSX
COLMANEHED: CETEN 1M APy Ny Eef-cakTax?

« Mo#HD MK RENaTE NOKYOEKM Y9Epes MHTERHET 7

« MOKHD MK 33MYHATE MYSBIKSNEHEIE K
BMIE0PEANE], & TAKKE NPOpaniib?

« MO#HD MM KMCNONES0ESTE MPOMRERRIE]
MIHOE EHHOMD 00MEHS COODWEHK AMKY Ecnmn
OTEET "na", ob6bACHWTE JeTam, 4TO OHK He
LOMKHE! OBWATECA © HESHAKOMBIRK K
NONE30EATENAMM,

» MO¥HD MM YYSCTEOBATE B OHNERH-YaTEX T




2> D 0=~ | @Beb "»'-.".-w.v'»-.ka;persky.rru,l'k,erapingr_childrgr._safe # | ‘!:' v MekaTe B Google | v

KASPERJKYE ¢t mu &

Mpoaykrel HUHTEpHET-MarasuH Kynute ¥ naptHepa Yrposgk| Texnoalepika Jarpysute NapTHepam 0 KOMNaHWK

MnaeHaa = Yrposel = VIHTepHeT W peTH

11}

MoweHHnueckoe 0 MHTepHeT n ﬂ,eTM
Xakepckue araku
VIHTEpHeT 1 fetu
OHWHHr e
Be3 npeyBenv4eHHA MHTEPHET - BCEMHMPHAEA CETh, B
¢ KOTOPOH YToDB! Mbl HA MCKanM - 310 obazaTensHo
nau

HanaeTcd, OAHAKC He CTOMT 3afblBaTe, YT 3TO
CHCTEMa, BHYTPH KOTOPOH AETEH MOTYT

NOACTEPEraTh ONAcHOCTH,
HHTepHer n aetn

Maponn

besonacHOCTb AeTel NpU Nosib30BaHWM MHTEPHETOM

3awmra vecnpoBoOaHbIX

cerer MM UCNONB30BAHWUKM MHTRPHETA ALThMW BOZMONKHEI CNEAYIOWWE CHTYALWM, YIPOXKAKWMWE KaK He30NacHoCTH
BAWero KoMneTERA, TAK W NUYHOK BE30NACHOCTH peﬁeHKa:

« "MMonyTHele" 2apaxeHua (T.e. Bpef0HOCHEIE NPOTPaMMEl, 3arpyKaemble aETOMATUYECKM NPY NPOCMOTRE

3APAKEHHbIX CAUTOR).

3apaKeHue NpW UCNONb30BaHUK DannoofmerHbl (P2P) ceTel, AWMy ApYrMM NONbL30BATENAM AOCTYN K

A30VKa De30MacHOCTH BalWemy KOMNbOTENY.

HexxenateneHaa peknama, B TOM YMCNe BCNNbIBAIWLME OKHA W PEKNAMHBIE NPOTPaMMEl, KOTOREIE YacTo

YCTAHABNMWEBAKTCA ABTOMATHUYECKM BMecTe ¢ BecnnaTHeiM MO, 2arpyraemelM U2 UHTERHETA.

MonyyeHne pefieHkom MHOOPMAaUMK CeKCYANBHOTO XapakTepa (MNM UHOW HENPHEMNEMON MHDOPMALWK).

3arpyzka pefeHKoM W3 MHTEPHETA NUPATCKMY MATEPUAN0E (HAaNPUMER, My3bIKaNbHbLIX MNW BWAL0daRN0E).

PefieHka mMonyT 0BMaHHEIM NyTeM YEeauTe NPef0CTaBUTE NUYHBIE AaHHBIE (ero cOBCTEEHHEIE MNK BaLK).

PefeHoK MOXKET CTaTk KepTEOH 2anyrMEaHWA YERES MHTEPHET. A
PefieHOoK MOXET CTaTh KePTEOW AOMOraTenscTe Nefoduna (HanpumMep, B OHNanH-4aTax). v

MpuiHaKn ;apakeHna

MocneaHne BUPYCI

MpoBepka Ha BUPYCbI
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S¥ g [IEHTPATTEHAA
v &758 <. TOPOJICKAA

¢ gl  HETCKAA
“ BHETHOTEKA
¥ > HMEHH m
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0 FHETHOTEKE

[OCTEESA RHHTA

IofHIEHAA EE

$OHTHI H KATATOT'H YCIIFTH HOBOCTH : EHE.TIOMHP

Safety

Hpe,tmaram BAITEMY EHMMAHHE 3JIEKTPOHHEIE PECYPCH 110 Tene "BesomacHeni Hurepaer”

http/ferarw saferinternet ny’ - Besomaceedi Marepner. Tlopran Pocemfickoro OpreodMHTeTa oo Dpoeefemso [ofa
BesomacHoro Hurepuera Deponpriarid, MHTepHeT M 2aK0HONATEMECTEQ, TPORTIEME! M pEINeHMA, ME TYHADOTHELE

PECYPCEL

hitpwanw. saferunet. e/ - Llentp Besomacroro Murepuera B Pocom Cafit moceaer opobimene DesonacHoH,
KoppekTHORE H KombopraoE paforer B Murepmere. Murepmer-yrpost H 3ddexIHEHOE DPOTHEOOEHACTEMEM HM E
OTHOLITEHMH TIOR3 DBATENIEH.

httpoffararar fid sud - Soug pasewmua Marepaer. Mudopmamis o npoewras, xoMiypcay, KoHQEpeHIITZ H Op. 10
KOMIEITEHOR De20nacHoCTH B DesonacHocTH HuTepHera.

bttpoferarar rnicrosoft comFusfathome’secuntyiads/etusiva hirnl - BesomacHocte B Murepmere.  "OcHOBH
BesomacHocTH meTell B MomomeEH B MaTepHers" — MeTeparTHEHEE ypo mo HETepenT-fe20macHoCTH, IREIATACMER

poccmcymt oducon Microsoft B panmoas roobamerer mmmarHE Microsoft "DesonacHocTe merefi B Murepmers' u
'Tlapaepcteo B ofpasopamkm’. B paspene mma ydaupmica (7-16 JIET) DpEmaraeTcd H3YSHTE  IIpODIEMED
HHJOPMAITHOHHOH 0E20MacHOCTH DOCPENCTECM PACCKAS0E B KApTHEKAY. B paspgene mmd popurensd H yOiTelIed
copepEnTed 0DHOBNEHHAT HEGOPMAITA 0 TOM, KAk chenart HMurepHer gna nereff bones De2onacHED, 4 TAFCKE HANOE EHEL
mpobnenEl FOMITERTEpHOR Ae2 0mAcHOCTH.
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B -"\ IIpagina Ge3omacHoii padoTel B ITHTEpHET

| ' IImeprm 3TO IOMIEFHAT M HHTSPECHAR Belp, el MPAFHIEHD 65 NOMES0BATECE, HO ¥ BCAROH MEMATH e0Th CEOX

of0poTHAT cTOpORY. B BHp TVATEHOM MEpE Hae MOFICTERETSsT MEDHECTED ONACHOCTEHN, O EOTOPEBD! MEI He HMEGH HH
MATEHIIETD MOHATHA. [I03TOMY HSMD SHATE OCHOBHEL: MpaEHMa pafoTsl & MumepreT o cofmomate .

|§ﬁM

Bromranme !
Safety
- Hpnsepbre ¢ MOMOLUERD TeCTa £ JCHOEBEL GesomacHocTH B MHTepHETS, HET I MpoGeloE B BALD SHARICT. 0 CEORH
— TormHoH GemonacHocTH B METepEeTe B 0 SAIHTe CEOSTD EOMIEBIOTERA OT X¥AERPOE H BHPVCOE.
| @ Hwdoprraima mna gered:
910 Fawo sHaTH! -t

- A me cragy o cefe HEUETO (HE ampeca, BE TemedioHa, HE TRYTIC CEEMEHIE) Ge3 PaspelleHHA POIHTENEN.

- 1 mEorma ve nepepam no Merepret ceoell domorpaden:.

- 1 WMEOTTA He BCTREWVCE HE C KeM, EOTO THAND TOMEED o Merepmet, Ges pasperuerns pomwrensH. Ha seTpewy a2 nofimy ¢ oTHOM HIH ¢
MATEEEED.

- H mmorma He oTEeUY Ha cOOGINEEME, KOTOPOR SACTARIIAET MEHA EPACHETE, OVWAE TO 3MERTPOHHOS IHCBMO MU OSIEHHE B UaTe,

- A Gymy pasropaprEate 0 MuTepHeT ¢ pomremam.

- A Gy pafoTaTe TOMEED TOTHR, KOTTA OHH PAtpellsT MHe, H PACCEA®Y HM 000 BCeM, IO A menan & MurepHeT.

(Sru mpasusa eosmasnentl va sencearun emamsy J1 T Medawcuda hap: www nemee orvgl)

Bez0macHoCTE NPH X0XTeHHH 0 CANTAM H J0 NPHEMY JIeKTPOHHOH 0 yTeL:

- He uomwre Ha HePHAROMEL: CATED

- Eom & Bam o mowre mprmien afin Word mmm Excel, mage 0T SHAROMOTO IDIRE, Tpe®me YeM OTEPEITE, O0Z34TRIEHO MPOESRBTE £T0 HA
MAKRIOEHPYCEL

- Formi mprauen exe- Gafn, mage 0T SHAKOMOTO, HH B ROEM CIIVU4e He SATTVCEANTE eI0, 4 JIVUINe CPasy WHATNTE H OUHCTHTS ROPTHHY B EBAIIEH
MPOTEENME YTEHHA N0YTE

- He savompre Ha caiTe, Ioe TpepmaraioT GecroaTHed HuTepHeT (He GecTmaTHEG e-rnail, 3T0 PasHEDR BEIIH)

- Hemorna, seomy He MOCHMANTE CEOH MApoiE

- CrapalTeck HCMOIIESO0BATE MUIA TAPOIEH TPYIHO FATOMEHAEMEN HiSop mmbp o OVES .

Pexonzenmyens !
MMrommeren AH0EES - 3T0 DOMHOGYHEIMOKATEHAT MOHCKOEAT CHOTEMA LA IO HHEOE.

Eesomachent MeTepHET - AMRETPOMHEI: pecypCH A meTed B pomerenedt no Gezomacknil pafore B HurepmeT.

Hudoprausa I pogHTened
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FHUMKAOME KA
Ge30NacHOCTH

..

' # Ha rnaeHyH ObOpaTHaA CEAZDb
'

BEE fIEHIE . Pazgen: KomnbroTepHaa GezonacHocTb
rnaBs 1. NMiAY9HAA BEZCOMACHOCTE L
[MABA 2. ,.'J,ElﬁCTBHE B BOEHHOE BPEMA :

FNAES 3, BERKMEAHVE B NMPMPOE NMrveH3sv @CTIK POCCHM www.ulcry
' FNAES 4, KOMINBIOTEPHAA  Ha pazspaboTky K1 yCnyri Tex, sawmTel LeHa
BE3ONACHOCTh © 175 000p. OfbegrHeHHbIE KIpHCTel
1, SALLMTA KOMIBKOTERDE OT :
:E;%I-émbﬂmmpoammro ACCTYTIRK  3a11MTa OT NPOCAYILKMA wuu.telphin. .
> WCMONE30BAHME KPMITTOrPADIAN Bhicokan 6e§or|at:H0t:Tb IF T:%J'IECI)OHMHJ nroboe
3, CoznaHve ApXHEOE . HCo NFHEK 548 500 [ZJ}"EJ'IEM
4, SALLMTA OT KOMMBKOTEPHBIX BUPYCOE
3. CORPAHEHWE MHOOPMALIWK HA . CucTema BioLink IDenium wuw.idenivm.
MATFATHOM HOCMTETE L IDenium - chcTema MaeHTUdMKaLMI
&, CReLHaneHeE CPEACTES ZallMTEl NK : -
. 7. ALLMTA MK 0T CBOEE © NoNb3I0BATENSH MO OTReYaTEarM nansUee
g, 470 NOMHKT BAW KoMNEHTEp?]
Q. 3EILIJ.P1TEI OT BEpedHElX KOMOERTERHEX GFI Endpnintgecuritv wiw, GFL ru
thak TopoE ' -
10, BE30MNACHOCTE MPM PAEOTE CEBC KM HonHtLM KOHTPOIIE Haa AOCTyMOoM K
ETH CETHMM L WCTPOMCTEAM B CETH, ZallkTa gaHHky
! Peknama WGGOSIE
11, BE30MNACHOCTE B CET MHTEPHET ;

FNaEA 5. CNELIMANEHEIE HABBIKIA
MN&ag& &, CNELTERHIRA

FNaga 7, CPEACTER CEASM
MNABA 5, 3A0POEAA HIASHE
FN&ga 2, MPAENA STEETA
SAEMOHEHIE

MPKNCHEHA

11, BE3CMACHOC TR B CETIA MHTEPHET
11.1. Boibvpaen npoeaKaepa
11.Z, No www bez cnepoe
11.3. Mo ftp Gez cnepoe E
11.4. bezonacHoCTh e-mail
11.5. AHOHWMHOCTb Ha irc
11.6. bezonacHOCTL icq
11.7. 3awmTa oT nuke attack
11.2. MoweHHWYeCTED B MHTEPHET E
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GOOSIE ‘ CNpaBOYHKK MO AeTckoi be3onacHOCT

06LWaA MHOOPMaLWA

VIHCTDYMEHTEI
GesonacHocTk Google

<aK ConbLMTE O
HENpYeMIeMom KoHTeHTe

YNpaeneHne JoCTyNomM K
KOHTEHTY 11 HACTDOMELW
KOHDWMAEHUWaNbHOCTIA

PekoMeHAauMy NapTHepos
BUAEOCOBETE 0T POAVTENEN
MonesHsle pecypcsl
MNapTHepE&l

HacTo 334aBaeMEle BONDOCH

CoBeTbl 1 pekoMeHaunm no -
0e30MacHOCTY B VIHTepHeTe

Mal CTREMIMCA K TOMY, UT06EI ONBIT BCEX NOAs308aTenel 8 CeTl a0 NoAesHsln 1 Ge30Nacksl.
OCOBEHHD Ba¥HO - HayYUTE HaBslkam Be30Nackoro MCNoNs308aHUA VHTEDHETS AeTel 1
NOAPOCTKOE.

[A0A peUEHNA 3TIX 33434

» GoOgle BCTRaVBART 20 B8 CE0M NPOAYKTE! ¥ CRREMCE CNeUVaisHse MHCTPYMEHTDI
6e30nNacHOCTW, KOTOPEIE NOMOrEHT OrpaHyYATs A0CTYN ABTEN K HEXeNaTesHOMY KOHTeHTY
B MHTEepHETE,

+ COBMECTHD C NapTHERaMK Mel paspabaTsiZaen COBEeThl U PEKOMEHAauumn 4NR yHTEneid 1
DOAMTEASM O TOM, KaK NOMONE Debe=Ky 0CTa2aTs0R 2 Ge30nacHocTy B CeTl. Vsl Npraden
BONsLU0e 3HaYeHe 08y HeHHD UADP0B0M TRamMoTHOCTY AeTel 11 B3p0CI6IX.

» Vel obbeguHAEM YCUAWA C ADYTMY NPeAcTagnTenamy WHTERHET-MHAYCTRNY, Oprasanmim

rOCYAapCTEEHHOI BAACTM W MHCTWUTYTaMW rpaxiaHckoro obLlecTsa.
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HOHTAKTH HOBOCTH

rnmaBHAR KOHTAKTEI HOBOCTH CCEINKWA

MocneaHne HOBOCTU MonynsapHoe
» beionacHocTek MK 33BHCHT OT EN3JEHHA # bBE3OnacHOCTb Ha ¥.IMUE
[nagHoe MeHio HHIpOpMaLHER # CHrHaAW peryaHpoBpLEa
NABHAS I # BE30NAcCHOCTb Ha ¥.IMUE * Camosamuta 6e3 OpyHHA
& Be3onacHOCTb HEHWHH # BEe30NAacHOCTE JETEH B HHTEPHETE 5
HOBOCTH n & Camo3alnTa 6E3 OpyHHA # BaHANTH3M H XY AHMAHCTED 1
# Be3onacHOCTE JETEH B HHTEPHETE
CCEINKA 4.
KOHTAKTBI I InagHaa ¥ Hoeocts ¥ Hosoe P BesonacHOCTe OETER B MHTEDHETE
N I BezonacHoCTh AeTed B HHTEepHeTe 49
MHTEPHET MOKET BBITE NPEKPACH I MECTOM KAK AN 05YHEHMA, Tak W AN OTALXKE M OBLUEHKMA & ADYSEAMM,
Ho, K&K M BEch PEANEHEIA MUP, CETE TOME MOKET BBITE ONacHa, MNEPe, TEMm KaK PA3REUMTE DETAM
BbIX0JMTE B MHTEDHET CAMOCTOATENEHD, CREAYET YETAHOEKTE PAR NPAEKM, © KOTODblAM AON#EH COrNACHTEE A
EEBDHECHOCTE W Eall pEREHOK,
NWUHAS BEZOMACHOCTE I MHTERHET MOKET BbITE MPEKPACHEIM MECTIN KAk A8 05YHEHMA, TaK W ANA OTAEXE M 0BLUEHKMA © ODYSEAMM,
Ho, Hak W Beck PEANEHEI MM, CETE TOHE MOKET BEITE ONAcHA, NEpED, TEM HaK PAZ0EWMTE IETAR
BE30MACHOCTE JETEA I BBIX0QMTE B MHTEQHET CAMOCTOATENEHD, CREAYET YCTAHOEMTE PAR NP6, © KOTODbIAM OONAEH COrNACKHTEE A
M B&W pEBEHOK, ECNM Bkl HE YEEPEHEI, © YEM0 HA4aTE, EOT HECKOMBKO PEKOMEHAALMA, KaK CAENaTE
BE30MACHOCTb HAMALLLA I NOCELWEHME MHTEPHETS OAA GETEM NONHOCTERD BES0MACHER,
1, Moowp ARTE OETER 0ENMTECA & B M ONBITOM B MHTEPHETE, MOCEWANRTE CETE BMECTE ¢ AEThAM,
NOBEAEHVE B THOPLME I 2. HayduTe geTel OoBep ATk MHTALMA, ECOM 1% B MHTEPHETE YTo-NME0 SECroKOMT, Mad CIEOYET CooBUYTE 0f
ATOM BaMh.
BEIOMNACHOCTh MELIEXD ﬂ. 3. EcnW gem 0BLUAKTEA B YaTak, HENON bSO T NPOrDasis bl MFHOBEHHOMD OBMEHA CODBLLEHI AMA, MMDAKT MK
FAHMAAKITE A HE8A-TO MH bIs, TOEEWOLLM DEFHETRALMOHHOMD MAEHI, NOMOMKMTE PEBEHKY &M0 BERIBDATE K
BEIONACHOCTh HHmuPMAl YEEIMTECE , YTO OHO HE COMEPMHT HUHAKOMH NMUHON MHD ODRSLMH,
4, HacTaMEANTE Ha TOM, YTOE bl DETM HMKOT A3 HE B BAEANM CEOSMD aNpeca, HOMEPS TENSquoHa MK ApyT o

NMHHOA MHE OPM3LLAIA; HANPHMAMER, MECTS YHEEE MM NHSHMMOrD MECTS GNH NPOryIKK,
B, OB ACHUTE DETAM, YTO PAZHMLE MEX LY NPSEMNEHEI M HENPAEMNEHEM OQMHAKOES: KAk B M MHTEPHETE,

MHTEPECHDE Tak M E FIEEIJ'II:-HEIE HMEHH,

&, HawyTe peTel YEa#aTE OpyTky B MHTEPHETE, YEEOMTECE , HTO OHM SHAKIT O TOM, HTD NPAEMNE XOpOWErD
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WINLINE

FAME ONEFSLLAOHHEN COACTER

vt winline, rufsoftreviews bezopasnost_v_internete, php

Hoeocmn OnepauwroHHEIE CUCTEME] Henezo Braeo

Ofiz0pel APOrpatt

Mporpattel 4na Windows

[naeHaA

besonacHoCTh B NHTEPHETE

21,09 2005, wiw Cppocon, ua

ErogHA NPOCAE¥MBAETCA TEHAEHUMA K yoyrybnenvo npobnem nepcodanbioi GesonacHocT. Kak oT Hee
3AWMTHTLCA 00BIYHBIM NONL30BATENAM, KOTOPbIM HE HOYETCH, YTO0bI KTO-TO MNOAYYMN AOCTYN K NMYHOR
HHopHaLMm?

CTpanmue: 1 2 Cneg,

C CaMOro MOMEHTA CEOEMD NOAENEHHMA HHTEPHET M HE MNAHMPOBANCA BbiTE SAWHWERHON CETERDY, ECAM NATE- AECATE NET TOMY
HE3a4 MCNoNE30EaHHE CeTH BRIND, B OCHOBHOM, YAEN0M Y3KOMD KpYra TEXHapeR-CNelManKoTos, TO TENEpe A0CTYN K HEH
NOMYYMND MHOWECTED NHOAEH, HE CRMWKOM X0POWo OCBEAOMAEHHER B TOHKOCTAX paboTel NPOrpaMMHOrD M aNnNapaTHorD
00ECNEYEHHA (NPMHED M3 #M3HM — HELEEHD SETOP CTaN CEMAETENEM TOMD, KAK HOBOAENEHHEIR HHTEPHETUME LAN CEOEMY LDy
NHYHE e-mail BMECTE C... NApOMeM Ha NOYTOEEIA AWME. ... BMAHMMO, YSNOBEK CYMTaN, Y4T0, HE 3H3A Napoie HE Ero NOYTOEYH
33MMCE, HENEZA NOCNATE INEKTROHHOE MMCEMO),

MpHTOKY B MHTEPHET WHPOKH:X MCC, LANEKMX OT KOMMNEHITERHEL TEXHONOTMA, M 0O0CTPEHMHED NPOGNEM HECAHELMOHHMPOESHHOMD
ETOPMEHMA CNOCOOCTEYET NAAEHHE LWEH HA KOMMNEHITEPE!, SKTHEHAA MAPKETHHMOESA NONMTHES BCE YEESNHUHESHIWErOCA HMCNA
NPOESHAEP0E, MHOKHE TapudHEE NakKeTel ANA paboTel B CETH, BESAEHHE HHTERHET -KAPTONER, WNPOWAHILMY NPOLELYRY
PEFMCTRALMH M ONNATEl YONYT 38 HCNONBI0BAHHE CETH,

MTak, OoNacHOCTE CYWECTEYET M NPOCNEXMESETCA TEHASHUMA K YOyryONeHMi NpodneM NepooHaneHoN BE30nNacHOCTH, KaK 0T Hee
SAUMTHTECA OABMHEIM NONESOBATENAM, ¥ KOTOPRE HET OFPOMHER CYRM, KOTOPEIE TRATAT OPraHMIalHH Ha PasnHYHEIR CHOTEME
ZALMT, HO KOTOPEIM HE X04ETCA, 4TO0R! KTO-TO AOMYYHN A0CTY K IHHHOA HHROPMALHKHT

Bez0nacHoCTE MEPCOHANEHOMND KOMOEHITEPA B HHTEPHETE — I'IFII:IﬁJ'IEMEI EQMONSECHaA, NO3TOMY CHaYana paccMOTpMM QCHOEHEIE
EMAEl YIPO3, C KOTOPEIMHM MOMYT CTOAKHYTECA NONBS0OEATENM MHTEPHETA.

OAHa M3 CaMelx AABHHX M HaWAONE: OYEEMAHAA ONACHOCTE — 3TO EMpYChl, KOTOPBIE C pACApPOCTPAHEHHENM HHTERHETA DEI:IE!J'IH
#ETOPOE AblXaHHES , CYIBCTEYET MHOMD KNACC0E BHMPYCOOE, HO MHE XO0TENOCE Gkl OCTAHOEMTECA HA OAHOM PASHOEMAHOCTH, HacToO
PACCMATPHEIEMYHD KAk OTAENEHEIF KNAT — Tak HAShIEEMEE ETPOAHCEME KOHK:E,

TpOAHCKHE KOHM

OTAMYEHITCA OT BMPYCOE TEM, Y4TO OHW HE PAZMHOMAMITCA M YACTO MACKMPYHITCA NO04 BMAOM NONEZHED: K DEZ0NACHED NpOrpamm
MK OGHOENEHKA ANA NONYNAPHEL MPOTParH ,

InemeHTEL 91/94 "l_

NnoNnyYNAPHLIE CTATEM

Mafia II: TecT
NPOHZEQAHTENEHOCTH 23
EMAEOEA0T

WCTAHOBME Ha TECTOEYHD
CHETEMY NAMHOEECHYHY Kok Mafia I kW
MEHMFOTOEHE K TECTY Napy AHMHH B ..

BCT BHIAKETHEL w
HaKOOHTENEH S50
B AaHHOA CTaTEE Ml Gy aem
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TOTLEATTH

Mo AkAKYHTE

UHTEpHeT

MHTEpHET
BrucokockopacTHOR AocTyn
TexnopaepErad
Baf-ceperc
CeTeraa GesonacHocTe
MiHH=EA GesonacHocTe B HHTEpHET
ZaWKTA KOMNEKTEPA
MonesHee CoBNEM
TenedoHma

KoHTEHT- CEPEMGH

Komnanwka
HacTee EONpocH
MpeHckypaHT

Onnarta yonyr

E HHT2pHET

W o
ﬂ HpOpMALHOHHE S ‘m oeT

1 TenedoHHa KOoHTEHT- CEpEMCH
i GHOTEME
-

NTnyHaa GezonacHocTe B NHTEpHET

o YOeguMTECE B TOM, HTO E=w= SHTHEWMPYCHIA NpOorpaMMa EKAHDHZET yonyTi TEXHMHECKOM nog0epEkd, CHCTEME| ONoOEEWEHKMA O

NOAENZHWM EMPYCOE, Cnyabsl SeICTPOro pearvpoEaHHA.

MpH efope QHTHEMPYCHOW NparpamMe oBpawanTe BEHMMAaHKe HA To, KaKOH cepeHc NpefocTABNdeTod EMecTe ¢ Hed. fna
peweHHa NGE: NPoGNeM W EONPOCOE, CEAZAHHE ¢ BHPYCAMH HIH CAMOH HTHEHPYCHOH NPOrpammoN, HeoBx0aHMo HaNHYHe
CRYEGH TexHHY2cKOH NoAA2pEKH (N0 3NSKTPOHHOHA NoyTe HAK TenadoHy). JNa NpefcTEpAWEHHA aTaK HOBHX EHPYGOE

A
m
=
o
L
»
m
=
'—
m
=
]
o

HeobxogmMma Cnyefa GuocTporo peardpoeadva. Kpome Toro, aHTHEMPYGHAEA NPOrpamma AoN¥Ha EKNKYATE B cefBa cHoTemy

GHITHANEHOTD ONOERWEaHHA O NOAENeHWHA EMpPYCA, KOTOpaa E'!,I'.'J,ET EEHAJE3TE COOTERTCTEYHIWLER CDDEU.l'EHHE npH IZIEHEFI'!,I'XEHHH

KakoH-NHEO EMPYCHOH AKTHEHOGTH.

VheauTack B TOM, HTO Eaw SHTHEWMPYC NOCTOAHHD BEEAHDHEH.

AHTHEMPYE 3KTHEMSMPOEAH, KOTA3 EXNKNEHA NOCTOAHHAA PEsHAEHTHAA S3WKWTA, HANPAENEHHAA HA OTCNEXHEIHHE BCEX
ANepauyi, NPOMCKOBALME EHYTPH KOMNEKTEpd. AKTHEHOCTE NOCTOAHHON SAWMTH MOEHO NPOERpHTE AFYMA cnocofamu: uepes
MEOHKY H3 NaHen 2afady pagoMm ¢ Y3acaMH WK B HACTROHKX HTHEMPYCA. AHTHEHPYCHAA 23WHTA AOMEHA BEKNKNATE B cefia

NacTOAHHYH ZaWHTY G aHN0E M 3NEKTPOHHOH NAYTH.
s Mpexde YeM oTKPEIEaTE COOGWLEHWA | NOMYHEHHE 2 NG SNSKTROHHON NOHTE | MPOESPETE MX H3 EMPYCEL.

Mockonery Yawe ECero HCTONHWMEOM S3pa%eHWd AENABTCA SNeXTPOHHAA NOYTA, ME PEKOMEeHAYEM EAM BHTE ocobeHHo
OCTOPOXHEMK NPH & MENoNE30EdHAH. Mofoe nonyyeddoe coofWeHne MOEeT COREPEaTe EMPYE, A3Xe SClH EH HE EMANTE
ZH3YK3 NPHEPRNNEHHE: & Hemy dannoe (ofuyHo B EMAe ByMaxHoH ckpenkd). MoxHo sapasHTeca, Ad¥e He 2anyoKaa
BENOEEHNA, - B HEKOTOPHH GAWYAAX K ANTHEMSAUMA EMPYCA NPHEOAMT NPOGTOE OTEPHTHE 0KHA coofWEHHA AR ero
NpedeapHTENEHEA NpocMoTp. Camud HagesHud cnocof wefexaTe 3apa%xeHHa - NPOEEPKA HA HANKHYHE EHPYCOE BGEX
cooBWeHnA, HMEKWMY HEHIERCTHOR MK NOL0SPHTEMAEHOR NPOHCKOEARHHE, XAPAKTEPHEM NPHIHAKOM EHPYCA ARNARTCA TEECT

CIZIIZIEI.IJ'EHHH, HaNMCaHHEH Ha HHOCTpP3HHOM azHKe.

o HWYero He cka-MEINTE C COMHMTENEHEIX CIMTOE.
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Pervctpauma | BoRTH Ha c

COBETORB W -

CoBerthl OT13nIALI Tectnl OTBETHI

MnaeHaa -+ HKomnewTepe WMHTEpHeT % EezonacHocTe B MIHTEpHEeTE Peknama

Axgec . eKT
PewenTel besonacHOCTE B MHTEpHETE

MutopmauuorHo
PaboTas WMNM pazenekaace B MHTEpHETe, Ml PErMCTRMPYEMCcA Ha Macce calToe,

EEE Tabno Ha zakas
YToBkl E3W NOFMH M Napofik HE MNOMNanM B HyKHME PYKHKH, 3 BEAWa NMHHAaA Nependoka _—
He cTana AocToAHMeEN ofbWeTEeHHOCTHM, O4eHE Ea¥HO cobnwaaTe GezonacHoOCTL B CeeToaHoaHHe Talno
PemoHT MHTEpHETE, Ana nwbux uened, nob
Smmmemsmmmmemsosememsosemooooo pazmepoe! AocTaeka.
KpacoTa W Moaa Fanor BezonacHOCTY B MHTEpHETE - HAAEMHLIA Naponb. Yacro NoneZ0EaTane He KaTanar:
e MoXeT MPHAYMATE Napone W MCNonE3YeT NPoCThe codeTadda BYKe unid uudgp no Tray
IacpoELe "gquerty" v "123456", Ho Takol napone o4eHe nerko NoAoBpaTe, W NpM NOMBTHE
e E3NOMA XaKepkl NPOESpAKT TakMe KOMOWMHauKM B Nepeylw odepedb, Mo3ToMy JNeKTpOHHEIR Tabo
. ASHCTEMTENEHD BEZ0NacHEId Napone A0MKeH OTEEHAaTe OMNpeAeneHHEIM KpHTEpHAN, "HI‘u‘II‘IEJ‘IbC"

e MpoMsEoAcTED CepMRHA
MNaponb HE AONMEH COCTOATD M3 NPOCTOrS CAOBA, HEXeNaTenbHo MCNONBEI0EATE B

KaE4SCTES MApOnA CEOS WMA, DaMHNHK, 43Ty POMASHMA, MMeHa BAMZKKME nwaeld W T.n. Jlydwe MCNonezoeaTe He
cnoeo, a beccMelcnedHyw KoMbuHauWw Byke, EcnM BamM TAXENo ee NpWAYMaTe, HabepuTe pycckoe CNOEGD B

W Ha zakasz! 14 ner
Ha pHHEe. FapaHTHa.

,\'J,EIM-ELIJHHE HHEOTHEIE

KomMnewTepE AHFNHACKOR packnajke, HanpuWep, cnoeo "sawuta" npeepawaetca & "pfobnf". Ho, onate we, pycckoe cnoeo He Lepens.
S mmeeememeememeeemeeeee- AOMKHO BBEITE CAMWKOM NPOCTEIM, K TOMY #e, MHOMME BEINOMWMKMEKKM Napona © 3TOR XMTPOCTER IHAKOMEL
+ Tparpammel [@ Eeryuiaa crpoka
e [lyqWARA Napone - 310 KOMBYHAWMA 3ArNaBHbIX M CTPOYHbIX Byke, undp ¥ CNELLCMMEONOE B NPOXZEONBHOM

MHTepHeT NOpAAKE. YeM EakHEs ANA ESC Mapofk OT SKKAYHTE HE TOM MAW MHOM C3HTE, TeM CNowHEe OH Aon#eH BTk, MaNEE EOTRYAHHKDE
R MHOrMe caiTel ONpeAENAKT CTeneHe BEZONACHOCTM ESWEMD MNEpONA NPM PEFMCTRALMK M HE L3KT EOZMOXHOCTH Bervuaa cTpoxa

L ———" MCMONEZ0EATE CAMWKOM MPpOCToH Napank. N NOHGEY COTREYAHHEDE

Ha TeneraHanax

T Te e 1pefOBAHMA OTHOCATCA M K CEKPETHOMY BONPOCY , CRYHCEULEMY AAA BOCCTAHOENEHWA 2afbroro Napona. FocToeckad ofin M no
AEREERE CAMWKOM NPOCTol EONPOC © OHeEMAHEIM OTESTOM, HMIESCTHEIM HE TOMEKO EaM, HMOKONEKO He obfezonacut Baw ado
T AKKEYHT 3NeKTPOHHOH NodTEL JlyHWwe BMecTo CTaHAAPTHOrMD CRKPETHOrD EONpOCa NPMAYMaTE CoBCTESHHEIR, oTEET
Meuxonoria Ha KOTopelH ByldeT WZELCTEH TONEKO EaM, 3TO NOEBEICWT BEawy BezonacHocTe B MHTepHeTe, Ecnk cafdT, Ha kKoTopom
ST Tmmmmmmmoemsemsemsomoooo Ebl PEMMCTRHMPYETECE , NPeANaraseT OCYWecTEMTE MPHMEAZKY BalWera 3KKAaYyHTa K HowMepy mobBuneHoro TenedioHa - ® D%
PazHoe EOCMONEIYATECE 3TON EOIMOMHOCTEW, TOM4E MPM YTEPE MAPONA OH MPUAST HE HE 3MeKTROHHYK MNO4TY, 3 B EMAS aHTHeMpyca D \Wyel

e SMS, CornacMTeck, INOYMBILASHHKMKY TAKEnee NoNY4MTe dHIMHeckHMA A0CTYN K Bawemy TenaedioHy, HemM K

NMHUEHIHA aHTHEHPYCA
INEKTROHHOMY NOYTOEOMY ALLMKY,

Crieb & HanwyuK. Hoe

Mol Bnanmacienens n lderanssnen mrsne m s s s o s e s o manaoe Do e nenen nuHeliral EucTpaa [
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w% o Mockea: Wkona W ropog

W e Mocre s Dyoannda wome

HanpHMep: HOPMATHEHEE 0KyMEHTE

Nepelt Ha
OHNENH- BRI

Das “Bac sxpan 6 nodapox:

Hafim

PETOPKMIALHA: PemcTpauma

Jafbmk napons?  []3anoMHeTE MeHA

Pexnama - Apxme - Kpyr-typ [oopaioBatenbHble Typbl M cennHapel] - Kpyr-typ [ Potootuetn] -

Kpyr-typ [OoHogHeBHBIE 3kckypeHn] - Kpyr-tvp [Typel no Eepone] - Kpyr-tvp [Typsl ne 3onotouy
Konbuy] - KoHrtaktsl - Konrypewl - Pepkonnerma - MaptHepesl - 3NeKTpOoHHAs NOgNMcKa -

Mognueka - 2012 - Buonnoteura "YI™ -

wuMTenECEEA AxeTan, N3 o1 19 jeepana 2008 ropa

bezomacHoOCTE B IHTEPHETE

FHTeparTHEREIR KYDC ONA OeTel, 4 TAKMe HY DONHTaNeH U yIHTaneH

(8] £10 [ + R

«0cnoew  Dezonacrocmu  demell uw moaodewu e
UNIMEPHEME S - UNMEPAKMUSHET KYPC RO UNIMEpHEM-
fiezonacrocmu, npedagzaemui poccutickum
npedemasumenscomeom  Microsoft e pamxax
zaobaasniy unuyuamus Microsoft «Bezonacrocms
demeil & uwmepremer u  «[Tapmuepcmeo &
ofipazoearuu s, [Ipockompems WAl CKEUAMS Kypo,
Komopsidl mut nybAukyem & COKPQUERUY, MOXHD RO
adpecy:  httpy/Swww.omicrosoft.com/rus/athome/
security/children/default.mspx. Ha dannom calime
npedomaenentt  nodzomosaenKLe  COBMECTIHO
UNPOPMAYUORH O -QHAAUTUMECKUN pecypoon «Bai
AU unmepHems u HumepHem -y U sepCUMEmMO M

URHAOPMAUUONNLY  MEXH0A0zull  Mamepuaaw dag  roee

“uTeneckad Mazera

Yuntens roga Poceunn - 2001

Bce neparoruyeckue
HOBOCTW W coBbITHA -
Ha BallemM KOMMNbloTepe

ANEKTPOHHAA
BEPCUA

KOHOMMWYH

Ochopmure
3NEeKTPOHHYIO
noANKUCKY

Onpoc
EaroH cOLUMATEHOR CRTEERD EEI
AKTHEHO MOMEEYeTeCE?
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+20°
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Bbl YBEPEHEI, YTO CyMeeTe CNacTy CBOK HU3Hb
B 3KCTPemansHoun

Momumre nuxme 30-e7
BONbWe He NoETOPMT

V3Hath 6onblue

? Qymaere, nogobHoe

Hp(lBll./l(l 0e3zonacnocmu 6 noeceOHe8HOil HCU3HU

«IToxudaa ceoit dom, eedu ceba max, xax 6ydmo suduws neped cobou epaza»
fXazaxyps Sycudo;
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Secrets of Safety

MoHepeneHnk, 27 aerycra 2012 r,

naeHasa » MurepHer-BezonacHocmd

P azpen caiita SoS-ruinfo, e KOTOPOM EBbl HalaeTe uHbopMaumw o DOezonacHocTM E

MHTEpHET

ACHOCTH!

= MoweHHMYeCTED

o DCcTOopodkHO ! MoweHHHEH B MHTRpHET!

o AnA NpoAEHHYTEIR - “NoHOTpOHE ® B MHTEpHETE
s Cnocobel MoweHHH4ecTEa B MHTepHETE

o CICTOPOMHO! KPHIHCHEIR NoXoTpoH !

s Kuna cooblunTe o MoWweHHHHecTEe B MHTepHeTE?

o Kak YMEHELWHTE NOTOK CNamMa

C.Nevepoypr 27/08.NH

-3, 4 palc

°
+19 753 tam

o WeeTe cnocobiop 2aWKTel coBCTESHHOMD 2NEETPOHHOMD AAPECE OT CAAMEpOE !
Kak BelcTpo sawngpoeaTe ceof Email oT HazoAAHERIS cnaMMepckiy BoToe?
= Kak BopoTeca co cnamMepawu

=

= FaWMTa AAHHBIR

ExaTepunoypr 27/08.H

o C-3.2wfic
+16 73 tim

PexomMeHayHTE

» BECNPOEOAHOE HHTEPHET-CORJHHEHHE FPOZHT NOMNBZOEATENAM PACKPEITHEM Naponed
o MapaHoiil HeAOCTATONHO

s KoMnewTepHaa bezonacHocTe npH paboTe ¢ doTobankamn

o DBopoHa NoMTOEGrD ALLMES

» Kapayn, koTopeifl He yoTaeT [(Obzop nepconancHes bpanamayapor)

= JlEHBIM 1 NORYNEA

¢ DHUHEAOMeaHAa BezonacHocTH WebMaoney

Moanncka RSS

HoBWHKUW cauTa
Moanucynkoe: 836 + N )

MHTepHeT-HoOBOCTV

Cucrena Biolink
IDenium

Denium - cHCTemMa
WMAEHT MK ALMAN
NONES0ESTENSR MO
OTNEYATESM NansUEE
i idenium . i
Kypc no za
nepcoHansH
Bl LEHHELYX E
apraHKsagMK, 16-27 mona
Carnacoead co PCT 2k
Poccum

ww, g -echelon oy
NuueHzun GCTIK
PoccHl

Ha paspaboTey W yony
Tex. 3aWMTel LeHa 175
000g. Of begMHEHHEIE
FIPHCTEI

i ke o

Bpena HHEECTHPOBATE
E MHDLI

TOHAOERIE PEIHEM OS0a0T Y
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IGELTEE] EoHTAKTH KapTa cawTta

Be3onacHOCTb NUYHLIX AJaHHbIX B HHTEPHET
| &1 MoAennTeca.. | f E I] o B ."" % E =

Angekc  JWpekT

Bce ofvaeneHms

[0YTOELIE AWKEW B N0AEE20 OT NpoOCcThE A0 3NMTHER Ha NHOG0RA BEYC K Kowenek MocToAHHD
B HanM4KMK Hmplll
pshlcaf.ru

¥ [ nobansHele W NOKANEHEIE CETH Mel 2HaEM BCE O KOMNBHITEPHBIX ceTAY. MoHTaX,
HAcTPOMKES, MHAMEHAYANEHEIR NOAR08,
ncarm.ru

CrONBKD Y& CKAa3aHO O TaM, Y4TO HE HaA0 PasmMellaTe CEOW MHMYHEIE JaHHEIE
E CETH, HECMOTRA Ha YEEPEHMA pecypca, 49T0 370 DesonacHo,  dTo
MCNONE30ESTECA OHHM OYOET TONEKO EHYTPM, Kak Torga pafoTaTe B NOMONOEHO
MOEHTHOHUHMPOESHHOM MHTEpHETE? MepooHaneHEIE O 8HHEIE CIPAWKMEHT ¥ Hac
ECE KOMY HE NeHb., JaperMCTPMPOEATECA, HAa3EaTe MMA M BBECTH  e-mail
NpocHT NHBoH WHTEpHET pecypc, Be3yonoBHO, 3T0 NOMESHO ONA PEKMNaMHCTOE
M SED-0NTHMWZATOPOE, HO CEMYAC PEYE HE 0O HMX. & O TEX, KTO MOKET
EOCMNONBE30EATECA  BAWHMM  NEpCcOHanbHEIMM - A3HHEIMK, YT0 MO¥ET 4ate
ZNOYMEIWAEHHHEY SHaHWEe aopeca MOerd NoYTOECOrD adpecay He Tak W Mana,
MpecnoEyTelE COUHAanEHEE CETH OOBEAWHAKIT MO TOMY HAKM HHOMY NPHIHaKY
MPaKTHYECKKH EBCEX  AKTHMEHEIX  MHTEpPHET nonkI0EaTEnsd. [MepcoHanedHas
CTPAHHUA CepEHMCca B «BHOHTaKTEe® BCErOa NPHEAZAHA K MEINY, BINOMAE &,
INOYMEIWNEHHHE MMEET AO0CTYMN E EAlW MOYTOEEIA AWME, & ZHAYWT M K CNHCKY BalWW: PECNOHAEHTOE. Ecnu
Aa¥e HHYero CTpalWHOrd He CnNyYWnock, Kak MHHHMYM MOCAE E300Ma HyY®HO MEpPEpEerMCTEHMPOBAaTeCA E
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SAKAIOYEHUE

BbINOAHAS Bce nepeyncAeHHble peKoOMeHAALIMU, Bbl
nosbicute 6esonacHocTb cBoen pabdbotbl B UHTEPHET. U,
noTpaTuB HEMHOIo BpeMeHU Ha UHHOPMaALIUOHHYIO
rMrueHy, COKOHOMUTE ropasno 6oablLLe, orpaauB cebs ot
BO3MOXHbIX UHPOPMALIMOHHbBIX U MaTepUaAbHbIX
notepb.

WHTepHeT W ntoz MHTEpHETS Mol KomMneloTEP

0 €




BbiBOA

UHTEPHET MOXET CTaTb APYTOM WUAU 3aKAATbIM Bparom,
MOXET noMoyb B bOepae, a Moxer Ao006aBUTb Kyuy
npobaem, MOXET NOMOYb HAUTU €AUHOMbILLAEHHUKOB, a
MOXET NPUBECTU K OAMHOUYECTBY. Bce 3aBUCUT TOABKO OT
BaC, HA CKOAbKO Bbl LIEHWTE BO3MOXHOCTb MOAyYaTb
UHPOPMaLUIO.

BbinoAHAA Bce npaBuAa OesonacHoro cepéduHra B
UHTEpHETE, NPOBOAA NPOPUAAKTUKY KOMMbIOTEPA, C
MOMOLLUbLIO PasAMUHbLIX YTUAUT, obecneuyuBaloLLUX €ero
6e3onacHoCTb, MWHUMU3UPOBATb OnacHoOCTH
BO3HUKalowmMe npu pabore B UHTEpHETE. BOT TOALKO
Torna WHTEepHeT cTaHeT AAA Bac M Balléd CEeMbM
coBepLUeHHO 6e3onacHbIM.



Pecypcbl MHTEpHEeTa

hti[p://www.pushkinlib.spb.ru/safetyinternet_link.ht
m

Bce pecypcbl no 6e3onacHOMY MHTEPHETY COOpaHbI
30ecb

http://www.google.ru/goodtoknow/familysafety/
CnpaBo4YHUK NO AeTckon 6e30nacHOCTN B UHTEPHETE

http://www.google.ru/goodtoknow/#utm_source=a
w&utm_medium=ha&utm_campaign=gtkru

OTO Nones3Ho 3HaTb

http://www.obzh.info/novosti/novoe/bezopasnost-
detei-v-internete.html

BesonacHocTb aeTen B UHTEPHETE

http://www.opasno.net/rd457.html

OHUuMKnoneans 6e3o0nacHOCTU B CETU MHTEPHET
HaHHbIn canT npegctasnseT cobon online-
Bepcuto KHuru 'pomosa B..u Bacunbesa [LA. "
SHUmMKnoneana 6esonacHocTn "

http://www.microsoft.com/ru-ru/security/family-
safety/online-safety-tips.aspx

LleHTp 6e3onacHocTu - 6e3onacHOCTb OT
MankpocodTa

http://www.infolada.ru/page.php?id=132
CoBeThbl No nn4yHom 6e3onacHoCTH

http://www.webohrannik.ru/licnabezopasnost/bezop
asnost-lichnykh-dannykh.html

BupTyanbHas LWKona YaCcTHOrO OXpaHuka

http://strana-sovetov.com/computers/internet/3203-
web-security.html

CtpaHa coBeToB co3gaem 6e3onacHbI Naposib

http://www.ug.ru/archive/22770
Ypok no 6e30nacHOCTM yunTenbckag raseta

http://www.openclass.ru/node/20146
Enena KanuiknHa HYUPO 6e3onacHoCTb

http://www.pushkinlib.spb.ru/rulesinternet.html

[MponTK TECT Ha 3HaHM NpaBun 6e3onacHOCTH
WHTEpHeTa

http://www.winline.ru/soft/reviews/bezopasnost Vv _i
nternete.php

Bcé o Bupycax u cnocobax 3awmTtbl OT HUX

http://sos-ru.info/web/web.shtml
be3onacHOCTb B MHTEPHETE

http://www.kaspersky.ru/keeping_children_safe
NHTepHeT n getun



CIMMCOK UCNMOAb3OBAHHbIX
NCTOYHWNKOB

http://www.kaspersky.ru/
http://ru.wikipedia.org
http://www.winlock-trojan.ru/
http://slakefslv.narod2.ru
http://www.onlandia.by
http://www.drweb.com/
http://hitech.blogrus.ru
http://www.ichip.ru
http://www.microsoft.com
http://it.icmp.ru
http://com-help.ucoz.ru
http://moyparol.blogspot.com
http://www.d1.ru
http://www.opasno.net
http://www.interface.ru
http://www.saferinternet.ru/
http://azbez.com



http://www.kaspersky.ru/
http://ru.wikipedia.org/
http://www.winlock-trojan.ru/
http://www.winlock-trojan.ru/
http://www.winlock-trojan.ru/
http://slakefslv.narod2.ru/
http://www.onlandia.by/
http://www.drweb.com/
http://hitech.blogrus.ru/
http://www.ichip.ru/
http://www.microsoft.com/
http://it.icmp.ru/
http://com-help.ucoz.ru/
http://com-help.ucoz.ru/
http://com-help.ucoz.ru/
http://moyparol.blogspot.com/
http://www.d1.ru/
http://www.opasno.net/
http://www.interface.ru/
http://www.saferinternet.ru/
http://azbez.com/
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